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The world has become more dependent on technology, which has led to an
increase in the creation of digital data; it has become a strategic dimension for
countries; in addition to being considered the basis for the development of the
latter; the computer and the Internet have become an integral part of our
contemporary life; as we depend on them in all aspects of life; starting from
entertainment and communication to public and banking services; commercial

transactions and many others...

There is no doubt that Morocco is witnessing a remarkable digital
transformation; in various sectors; and perhaps the public service is the biggest
beneficiary of this technological boom; the digitization of public administration has
undoubtedly contributed significantly to the transition from paper content to
electronic documents; in addition to providing digital platforms that are relied upon
in the management of many projects, including social protection projects; where
the Moroccan government launched a digital platform to manage and download
this project through national information systems. Despite the bright positive role
of these information systems, they may be affected by criminal behaviors such as
cybercrimes that many electronic platforms have been exposed to, such as theft of
information, unauthorized access to the information system, changing data; and
obstructing the operation of the information system; In addition to destroying the

data stored in these systems.
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In this context, the crime of information destruction is one of the most
dangerous cybercrimes that pose a challenge to the authorities responsible for
managing and protecting the information systems that manage social protection
workshops; Accordingly, the topic of "Cyber threats; Destruction of data of social
protection systems as a model" raises a problem related to the extent of the ability of
legal texts related to harming automated data processing systems, especially Article
607-6 of the Moroccan Penal Code, to confront the crime of destroying data

specific to information systems dedicated to social protection.

To address the aforementioned topic, we decided to approach the raised
problem according to a concept, which we bet on deepening research into, based
on two topics; where we addressed in the first topic the general framework of the
crime of destroying data of social protection systems; in terms of concept and
characteristics and distinguishing these crimes from some similar institutions, then
we addressed its legal system through the second topic; where we stopped at the
constitutive elements of this crime; And the penalties resulting from the

establishment of criminal responsibility for the crime under study.
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